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Avian Influenza (AI) Pandemic Working Group

� Under the ABS BCM Standing committee, an AI pandemic working group was 
formed in October 2005

� An AI pandemic workshop and seminar was conducted in December 2005 to 
raise awareness

� AI pandemic emerging best practices was issued to the industry in March 2006
� A survey was issued in July 2006 with the following objective:

– Assess readiness across the financial sector in Singapore.
– Identify areas where ABS could assist in improving Avian Influenza preparedness.
– Collect data for financial utility providers to understand like demand on services.
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Singapore Pandemic Readiness – July 2006 Survey 
Results

� Senior Management Governance
– 71% of firms have their Senior or Executive Management as 

their highest level of governance 

– 83% of the respondents have had their plans endorsed by their 

senior management

� Risk assessments conducted
– 96% of firms have conducted a risk assessment of the threat of 

AI. 72% considering the risk to be medium to high.

� Need for Planning High
– 100% of firms intended to plan or are in planning progress

� Staff communication high
– The majority of firms preferring to use memo communication or 

Staff Briefings.

� Critical Functions Identified
– 85% of firms have identified their critical functions with 44% 

having completed prioritization.

� Critical Staff identified
– 80% of firms have identified their critical staff with 18% still in 

progress

Strengths Weaknesses
� Planning Still in Progress

– At the time of survey less than a third (29%) had completed 

planning.

� Critical Staff Training not yet complete
– Only 25% of firms had trained their critical staff. The lowest 

being firms with 50 – 199 staff.

� Simulation exercises not yet complete
– Only 14% of firms had completed simulation exercises and 20% 

had no plans at all to exercise.

� Limited assessment of third party impact
– 44% of firms had not considered the impact of third party 

vendors on their operations. (The majority of firms with 200 or 

less staff)

� Limited readiness to implement Business 
continuity measures
– Large % of firms yet to test their business continuity measures

� Limited Peer networking
– A high percentage of firms had not participated in peer group 

activities.

Recommendation was to follow up with an Industry ex ercise.
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Objectives and Scope of the IWE 2008
Objectives of the exercise
� Enhance the understanding of systemic risks to the financial services sector during a possible 

pandemic flu outbreak in the Asia Pacific region impacting Singapore.
� Enhance the preparedness of the financial service sector by providing the opportunity for 

organisations of all sizes within the sector to test their plans.
� Enhance the overall influenza pandemic readiness by integrating financial sector plans and crisis 

responses with those of Singapore Government.
Ownership
� This exercise is owned by the Industry/ABS with the full support of MAS and MHA.
� The exercise would be co-organised by ABS, MAS and MHA.
Scope/target audience
� Primary target audience – Financial institutions and financial utility providers that are regulated 

by MAS including banks, merchant banks, finance companies, securities firms, insurance 
companies, Singapore Exchange and Automated Clearing House, as well as the relevant 
government bodies.

� Secondary target audience – Other financial utility providers (eg. Telco operators, BC/DR service 
providers, etc) that are able to and/or wants to contribute or participate in the scenario/exercise.

Exercise duration and date
� 2 week exercise, consisting of 3 walkthrough scenarios and one practical.
� Held during the first 2 weeks of September 2008.
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Governance & Structure

Structure for IWE 2008The following structure to provide 
governance over the project

� Steering Committee – Responsible for 
overall control of exercise & sponsorship 
on behalf of ABS & MAS.

� Working group – Responsible for overall 
management of the exercise design, 
execution and reporting.

� Scenario Design Team – Responsible for 
setting the scenario design with 
representation from industry and 
government bodies.

� Exercise Delivery – Responsible for 
successful delivery of the exercise.

� Project Office – Responsible for 
management of the overall project and 
finance. (KPMG)

Steering Committee

ABS, MAS & MHA /
Banking / Insurance / 

Securities reps

Working Group

MAS and Banking / 
Insurance / Securities 

reps

Scenario 
Design

Exercise 
Delivery

Project 
Management
and Finance
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Benefits of an Industry-Wide Exercise

To Financial Institutions and Singapore:

� Improves coordination across the sector 

� Integrating financial sector plans and crisis responses with those of 
Singapore Government

� Reinforces the resilience of the financial sector 
� Enhance the understanding of impact of Influenza Pandemic to 

financial sector
� Provides a platform for Institutions to test their plans

� Improves market confidence in Singapore’s capability to respond
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Emilia Flores
+ support staff

KPMG Project team structure

Project 
Management 

Office

Steering Committee

ABS, MAS & MHA /
Banking / Insurance / 
Securities reps

Project Manager

Gary Chia
Will Brown

Louise Dykes
Christine Evans

Engagement 
Director

Ho Wah Lee

Working Group
MAS and Banking / 
Insurance / Securities 

reps

Scenario 
Design

Exercise 
Delivery

Project 
Management
and Finance

Subject Matter 
Specialists
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Indicative project timeline

Post-ex briefing

Oct 08Sep 08Aug 08Jul 08Jun 08

Indicative timeline

Mar 08 Apr 08 May 08

= Briefing/Communiqué

Challenge
Actual exercise

2nd1st 4th

5th

Phase 1 - Project initiation

Phase 2 – Exercise
Preparation

Phase 3 – Exercise delivery

Phase 4 - Reporting

Phase 5 – Project close

3rd

Technical

Rehearsal
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Walkthrough #2

Delivery 

Walkthrough #1 Practical drill
Walkthrough #3

and practical drill

Draft and insert
Dynamic injects

Data collation
Draft and insert
Dynamic injects

Data collation

Master scenario and MEL (Master Event List)

Proposed exercise format



Slide 11

What participants should expect

� 3 walkthroughs addressing different stages of the pandemic

� Scenario designed and written by industry experts from the health, 
financial and civil contingencies sector

� The opportunity to carry out a practical exercise in the context of the 
industry-wide exercise

� To identify a representative who will work with the project team and 
take on the role of participant red cell
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What participants should expect

� Participant specific injects written in conjunction with the participant 
firms themselves

� A blend of pre-defined and dynamic injects to ensure realism, credibility 
and involvement throughout the simulation

� A scenario designed to alter and “flex” in line with participant reactions 
throughout the walkthroughs
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Communication and Reporting

Exercise Director

Command Centre

Firm A

Red Cell

MAS / ABS
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Information Portal


